1

Time-Outs and Counters Against Storms
Erol Gelenbe and Omer H. Abdelrahman
Intelligent Systems and Networks Group
Department of Electrical & Electronics Engineering
Imperial College, London SW72AZ, UK
{e.gelenbe,o.abd06}@imperial.ac.uk

Abstract—Mobile Networks are becoming the means of access
to much of the Cloud infrastructure of the world, and this
massive penetration poses new problems related to security.
Mobile network attacks known as “signalling storms” which
can be launched by malware or by poorly designed apps, can
overloads the network’s bandwidth at the cell level, the backbone
network’s signalling servers, and the Cloud servers. Such storms
are based on successive service requests both for bandwidth,
and ultimately for Cloud access, that then time-out because the
compromised mobile then remains inactive. This paper discusses
the role of the time-out itself in affecting or mitigating the storm,
and then suggests a novel approach to mitigate signalling storms
by the use of a counter that will counts the number of successive
signalling transitions that involve the time-out, and disconnects
the mobile if this number exceeds a threshold. The threshold
is used in addition to the time-out itself which is a first line
of defence. A simple model allows us to show the effect of the
choice of the time-out’s duration and how it can be optimised
and how it impacts both the congestion in number of attacked
mobiles and in the amount of requests they generate both to
the network and the Cloud, and allows us to derive the optimum
value of the counter’s threshold that a mobile operator, or a smart
mobile, may use to disconnect the mobile from the network when
it appears to be malfunctioning or has been compromised. The
optimum counter value substantially reduces both the average
number of attacked mobiles and the amount of signalling traffic.
Index Terms—Mobile Networks; QoS; Signalling Storms; Malware; Attack Mitigation; Apps with Malfunctions

I. I NTRODUCTION
5G systems are challenged by mobile broadband requirements such as video streaming including 3D and playback,
together with machine to machine and vehicular communications. All these will demand a lower signalling overhead
and better quality of service (QoS) to short payloads, at much
higher traffic volumes and bandwidth requirements.
The constant access to the Cloud in order to offload, away
from the mobile devices, the energy and computation critical
applications, and the possible use of Clouds to virtualise
mobile network control and management, create yet another
need for continuous and secure connectivity.
Unfortunately, mobile networks are vulnerable to signalling
denial-of-service (DoS) attacks which overload the control
plane through small but frequent communications that exploit
vulnerabilities in the signalling procedures used, for example,
in paging [1], service requests [2] and radio resource control
(RRC) [3], [4]. Such attacks can be carried out either by
compromising a large number of mobile devices, or from

the Internet by targeting a hit list of mobile devices through
carefully timed transmissions, and can seriously compromise
the connections between a large set of mobiles and the Clouds
to which they are connected or are trying to connect, by
overloading both the mobiles and the Cloud.
Since, security and uninterrupted connectivity in all mobile
applications, will become even more important, not just from
the “nuisance” and QoS perspective, but also because it is
expected that safety critical applications [5], [6] will transition
to Clouds and mobile devices and away from special purpose
private networks or the commonly used fixed sensor networks,
the whole issue of how network attacks can be detected and
mitigated will become even more important. Safety critical
applications that will be supported by Clouds and accessed
via mobiles will include emergency management, the Smart
Metering, Smart Grid Control, public transportation control
systems (including railways), and electric vehicle charging
networks.
Machine to machine applications will in particular be quite
vulnerable to such attacks since they will not have the humanin-the-loop who can turn off a mobile when she sees something
strange going on. Thus significant efforts need to be made to
better understand the security liabilities and weaknesses of
mobile connections to backbone networks and the Cloud and
find new approaches to make them resilient and reliable in the
face of malicious malware or malfunctioning apps [7].
This paper focuses on attacks known as signalling storms
which can result from actual malicious attacks or from malfunctions in apps. We first examine the role of the time-out that
typically acts as a first line of defence by limiting the ability
of nuisance apps and malware to acquire bandwidth. However
we show that though the time-out is useful, its impact is quite
limited and better schemes are needed. We then suggest a
novel and simple scheme based on counting the number of
nuisance transitions between low and high bandwidth states.
Such transitions can be used to decide to “detach” mobile
devices that appear to be compromised. A simple model allows
us to show that setting this count n to an optimum value can
substantially reduce the signalling, bandwidth and resulting
Cloud overload caused by such attacks.
II. R ELATED W ORK
Signalling storms are similar to signalling DoS attacks,
but they are mainly caused by misbehaving mobile apps that
repeatedly establish and tear-down data connections [8] in
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order to transfer small amounts of data. Such “chatty” apps
trigger repeated signalling to allocate and deallocate radio
channels and other resources, and therefore have a negative
impact on the control plane of the network [9]. There are a
number of recent high profile cases, e.g. in Korea [10] and
Japan [11], where large operators suffered major outages due
to popular apps that constantly poll the network even when
users are inactive. Ad-based mobile monetisation is another
culprit, shown to cause erratic spikes in signalling traffic
[12]. Many mobile carriers have also reported [13] outages
and performance issues caused by non-malicious but poorly
designed apps, yet the majority of those affected followed a
reactive approach to identify and mitigate the problem.
Unlike flash crowds which last for a short time during
special events and occasions such as New Year’s Eve, signalling storms are unpredictable and tend to persist until
the underlying problem is identified and corrected. Moreover,
while mobile subscribers may tolerate degraded QoS during
crowded events, the same does not hold with signalling storms,
leading to customer churn and revenue loss. This has prompted
the mobile industry to promote best practices for developing
network-friendly apps [14], [15].
However, guidelines for app developers by vendors and
industry groups are not sufficient, since well-designed apps
could also trigger a storm, when an unexpected event occurs
in the Internet such as loss of connectivity to a popular
cloud service. Indeed, an important feature of smartphones and
tablets is the “always-on” connectivity which enables users to
receive push messages, e.g. to notify of an incoming email
or VoIP call. This feature is maintained by having the device
send periodic keep-alive messages to a cloud server, typically
every few minutes. However, if the cloud service becomes
unavailable, then the mobile device will attempt to reconnect
more frequently, generating significantly higher signalling load
than normal as has recently been reported [16], [17].
A. Storms and Signalling Overload
The Internet carries a lot of unwanted traffic [18], which
includes backscatter noise from remote DoS attacks, scanning
worms, viruses [19] and spam campaigns. While the risk of
such traffic reaching the mobile network and triggering a storm
can be effectively eliminated through properly configured
middleboxes, a recent review of 180 mobile carriers [20], [21]
found that 51% of them allow mobile devices to be probed
from the Internet, by either assigning them public IP addresses,
allowing IP spoofing, or permitting device-to-device probing
within the network.
Large-scale malware infections where mobile users are the
target can generate excessive signalling as a by-product of malicious activity. Examples of such malware are premium SMS
diallers, spammers, adware and bot-clients, which are among
the top encountered threats on smartphones [22]. Indeed, a
recent analysis of the traffic profiles of mobile subscribers in
China [23] indicated a positive correlation between the frequency of resource-inefficient traffic and malicious activities
in the network, including private data upload, billing fraud and
TCP SYN flooding. Thus it is expected that signalling storms

will continue to pose challenges with the projected growth
in mobile traffic [24] and the advent of machine to machine
systems for which existing cellular networks are not optimised
[25], [26].
In the interaction between a mobile and the Cloud, a
mobile app may request to open a session on the Cloud, the
Cloud would respond to enable the app to open the session
and then the mobile would not actually request a service
and disconnect after a time-out. It could repeat this pattern
indefinitely creating a nuisance and unproductive workload for
the Cloud, as well as for the backbone network, the signalling
servers and the mobile itself. This is the type of activity that
we will analyse and attempt to mitigate in this paper.
III. T HE M ODEL
The analysis and discussion in this paper is conducted using
very elementary and well established modelling techniques
[27], [28] that are widely used in telephony and teletraffic.
We represent the set of normal and attacked mobile calls in
the system by a state s(t) at time t as:
s(t) = (b, B, C, A1 , a1 , ... , Ai , ai , ...)

(1)

where:
• b is the number of mobiles which are just starting their
communication in low bandwidth mode,
• B is the number of unattacked mobiles which are in high
bandwidth mode,
• C is the number of unattacked mobiles that have started
to transfer or receive data or voice in high bandwidth
mode,
• Ai is the number of attacked mobiles which are in high
bandwidth mode and have undergone a time-out for i − 1
times,
• ai is the number of attacked mobiles which have entered
low bandwidth mode from high bandwidth mode after i
time-outs,
We assume a Poisson arrival process of rate λ of new “calls”
or mobile activations, and a call that is first admitted in state
b then requests high bandwidth at rate r. Note that r−1 can
be viewed as the average time it takes a call to make its first
high bandwidth request to the network.
With probability 1 − α such a call will be of normal type
and will then enter state B while, while with probability α it
will be an attacked call and will request high bandwidth and
hence enter state A1 indicating the first request for bandwidth
that is made by a defectively operating app or malware that
can contribute to a storm, or an attacked call.
Once a call enters state A1 , since it is an “attacked” or
malware based call, it will not start a communication and will
time-out after some time of average value τ −1 . Note that the
time-out is a parameter that is set by the operator, and in
practice it is of the order of a few seconds. After entering
state a1 , if the mobile device or operator is very “clever”,
the call may be detected as being anomalous, and will be
removed or blocked from the system at rate β1 , where β1−1
is the average time it takes to understand that this call has
the potential to contribute to a storm, and to block the call
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from further activation. Note that such a facility for blocking
malicious calls does not exist today. Furthermore, it is very
unlikely that the system is so smart that it can make this
decision correctly regarding the call so early in the game, so
typically the call will manage to request high bandwidth and
then enter state A2 at rate r1 .
Proceeding in the same manner, in state Ai the anomalous
call will again not start a normal communication, so it will
eventually time-out after an average time τi−1 and enter state
ai , and so on. As a consequence, the rates at which calls enter
these states is simply:
Λ A1

= αΛb ,

Λai

=

(2)

Λ Ai ,

ri
,
ri + βi
i
Y
= αΛb
fl , where

ΛAi+1

=

Λai

=

rl
,
rl + βl

l=1

fl

and Λb is the rate at which calls enter state b, which will be determined below from a more detailed analysis. Different calls
will interfere each other via (a) the access to limited wireless
bandwidth, and (b) possible congestion due to signalling and
other traffic in the backbone network. However if we neglect
these points as a first approximation, calls act independently
of each other so that the average number of calls in each of
the “attacked” states, that are denoted by ai and Ai , is the
average arrival rate of calls into the state, multiplied by the
average time spent by a call in that state, so that we have:
N A1

=

N Ai

=

Nai

=

αΛb
,
τ1
i−1
αΛb Y
τi

(3)
fl , i > 1,

l=1
i−1
αΛb Y

ri + βi

=

∞
X

τ
ΛB ,
τ +κ
µ
ΛC ,
(1 − α)Λb +
µ+δ
κ
ΛB ,
κ+τ

Λb

= λ+

ΛB

=

ΛC

=

ΛB

fl , i > 1.

γ

l=1

[Nai + NAi ],

= γΛb , where
1−α
=
, and
µκ
1 − (µ+δ)(κ+τ
)

τ
γ
τ +κ

=

Λb

=

i=1

= αΛb

∞
i−1
X
Y
1
1
{[ fl ][ +
]}.
τ
r
+
βi
i
i
i=1

(5)

which yields:

As a consequence, the total average number of attacked calls
becomes:
Na

∗
may be
P expressed as somePvalue W = W − w1 (NB +
NC + i NAi ) − w2 (Nb + i Nai ) where w1 and w2 denote
the bandwidth allocated per high and low bandwidth request,
respectively. Thus in reality the rates ri will be “slowed down”
as W ∗ becomes smaller since requests will be delayed or will
even remain unsatisfied. The matter is of course more complex,
because not only the bandwidth allocation itself but the error
probabilities in the channel will be affected by the number of
mobiles that are actually communicating via the base stations.
Now with regard to normal or un-attacked calls, once a
call requests high bandwidth and enters state B, it will start
communicating and this will be expressed as a transition rate
κ which takes the call into “communication state” C. From C
the call’s activity may be interrupted, as when a mobile device
stops sending or receiving data to/from a web site, or when
a voice call has a silent period, in which case the call will
return to state B at rate µ. Similarly, the call may end at rate
δ, leaving the system.
From B it may either return to C at rate κ signifying that
transmission or reception has started once again, or it may
time-out at rate τ and return to state b. Once it returns to state
b after a time-out, the call can try again to enter state B or
state A as a normal or attacked call, since we have to include
the fact that a normal call may become an attacked call after
acquiring malware during its “normal” communication with
a web site or with another mobile. As a consequence, we
can calculate the rates at which the calls enter these normal
operating states become:

=

(4)

l=1

The rate parameters ri are actually congestion dependent
since a mobile can only access bandwidth if enough bandwidth
for a reasonable level of QoS is available, and if interference
will not be excessive. Let W denote the bandwidth that is
available in a given cell through the effect of one or more base
stations. If we call Ni the average number of mobiles that are
in state i ∈ {b, B, C, a, A}, then the bandwidth availability
will depend essentially on NB , NC , NAi because for a
total amount of bandwidth in the system at a base station
level of say W , the total amount of available bandwidth

(6)

τ (1 − α)
µκ ,
τ + κ − µ+δ
λ
, so
τ
1 − τ +κ
γ
λ
,
τ (1−α)
1 − τ +κ−
µκ
µ+δ

ΛB

=

ΛC

=

λγ
,
τ
1 − τ +κ
γ
κλγ
.
κ + τ (1 − γ)

IV. T HE E FFECT OF THE T IME -O UT
The expression for Na in (4) provides us with insight into
how the time-out may be used to mitigate attacks. Indeed,
combining the expression for Na with Λb given in (6) when
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τi , ri and βi do not depend on i, we have:

= αλ

= αλ

r+β+τ
βτ [1 −

τ (1−α)
µκ
τ +κ− µ+δ

r+β+τ
βτ [1 −

τ (1−α)
δκ ]
τ + µ+δ

βτ (ατ +

(7)

]

160
140

, or

(r + β + τ )(τ +
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180

,

120
a

= αλ
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δκ
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so that we may study how Na varies with τ . In particular, we
0
easily see that:
0
5
10
15
20
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average time−out
• As τ → 0, the effect the time-out is removed since it
is infinite, and we have Na → +∞ which indicates that
Fig. 1. Number of attacked calls, versus the average time-out τ −1 in seconds,
the number of attacked mobiles will grow indefinitely for α = 0.01 and α = 0.02, when λ = 10, r = 1, κ = 1, δ = 1/300,
because a finite time-out helps to identify and eliminate µ = 0.2 for β = 0.1.
the attacked mobile devices.
λ
• If τ → +∞ the time-out is very fast and Na → β . Note
10
that λ which is the rate of incoming calls may be quite
α = 1%
α = 2%
−1
high in the thousands of calls per minute, while β
is
α = 5%
10
α = 10%
the average time it takes to decide that a given mobile has
been attacked, and may take minutes. As a result, their
10
product λβ −1 may also be quite high.
Thus it will be better to choose an optimum value of τ
10
between these two extremes, which helps to minimise the total
number of attacked mobiles Na . When we take the derivative
10
of (8) we remain with a second degree equation in τ , the
solution of which yields:
 p
10
κδ
10
10
10
10
10
10
−α]−α
(1−α)[ (µ+δ)(β+r)

κδ
α
average time−out
,
if
>
,
∗
κδ
(µ+δ)(β+r)
1−α
1/τNa =
µ+δ
 0,
10
otherwise.
6

5

Na

4

3

2

1

−1

0

1

2

3

4

7

κδ
α
>
,
(µ + δ)(β + r)
1−α
that guarantees the existence of a non-zero minimum value is
only satisfied for quite a small value of the attack probability
α. This is illustrated in Figure 1, which justifies the use of
a small time-out of the order of a few seconds, since it will
minimise the value of Na when α is very small, but keep
Na small also for larger values of α. Figure 2 on the other
hand shows the effect of the time-out on Na for a wider
range of parameters and for two different values of β. Again,

6

10

Na

(8)
A simple order of magnitude estimate will tell us that δ << µ
since a complete call will typically be much longer than the
time between successive accesses to a web site, or “silent”
periods within an interaction from a mobile device can be
numerous but short in comparison with the duration of the
call as a whole. Similarly, we can assume that r >> β since
the time it will take to identify and eliminate an attacked call
will be much longer than the time needed to request high
bandwidth once the call is initiated. Finally, κ may be of the
same order of magnitude to r or much smaller, because the
transmission times that are represented by κ−1 are very short
if the device is downloading or uploading bursts of data, but
may be much longer (i.e. κ much smaller) if the mobile device
is downloading video streams. Thus we can expect that in
practice the condition
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Fig. 2. Number of attacked calls, versus the average time-out τ −1 in seconds,
for different percentages of attacked devices α, when the various rates per
seconds are λ = 10, r = 1, δ = 1/300, µ = 0.2 for (a) κ = 1, β = 0.1
(top) and (b) κ = 0.1, β = 0.01 (bottom).

we observe a strictly positive value of the optimum timeout for small attack probability α but in other cases, as the
average time-out increases, so does the total average number
of attacked mobiles.
A. Time-Out and Signalling Load
Denote by Λ the total number of state transitions per unit
time, which can be used as a measure of signalling load on
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some additional mechanism needs to be inserted to mitigate
the effect of signalling storms. Therefore we suggest that a
counter value n be selected so that as long as the number of
successive times that the mobile uses the time-out is less than
n, then the mobile remains attached to the network. However
as soon as this number reaches n, then the mobile is detached
after a time of average value β −1 . Thus β −1 can be viewed
as the decision time plus the physical detachment time that is
needed.
Based on this principle, and with reference to our earlier
definition of βi , we have:

0, 1 ≤ i < n,
βi =
β, i ≥ n

450
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α = 20%

400

total signalling load

350
300
250
200
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100
50
0

0

20

40
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80

100

average time−out
250

α = 1%
α = 10%
α = 20%

attack signalling load

200

so that storm mitigation is activated when high bandwidth is
requested n successive times, each followed by a time-out.
Using the previous analysis, the number of average number of
attacked calls becomes:
1
r 1 1
(10)
Na = αΛb [(n − 1 + )( + ) + ]
β τ
r
τ

150

100

while the resulting signalling rate from the attack is:
50

Λa = αΛb +
0

0

20

40

60

80

Fig. 3. (a) Total signalling load in requests per second (top), and (b) attack
signalling load (bottom) in requests per second versus the average time-out
τ −1 in seconds for different percentages of attacked devices α, when λ = 1,
r = 1, κ = 0.1, δ = 1/300, µ = 0.2 and β = 0.01. All rates are normalised
to 1/seconds.

the network, and is given by:

=λ

ατ [1 +

2
α

+

∞
X

[ΛAi + Λai ]
i=1
2r
κδ
β ] + µ+δ [3 + 2(1 −
κδ
ατ + µ+δ

α) µδ +

2rα
β ]

[Λai + ΛAi ] = αΛb [2n + 1 +

i=1

100

average time−out

Λ = Λb + Λ B + Λ c +

∞
X

.

Notice that Λ becomes independent of the time-out rate τ
when the condition µδ = α1 + βr is satisfied; otherwise, the
optimum value of the time-out which minimises Λ is:

∞, if µδ < α1 + βr
∗
1/τΛ =
(9)
0, if µδ > α1 + βr
In current mobile networks where β → 0 we see that longer
time-outs reduce the signalling load on the network as one
would expect. However, if mobile networks have a scheme
for identifying and stopping the activity of mobile devices
that have come under attack, such that µδ > α1 + βr , then
shorter time-outs will accelerate the blockage of devices that
have been compromised, effectively reducing the signalling
load on the network.
V. O PTIMUM C OUNTER FOR M ITIGATION
Although choosing a relatively small value of the time-out
of the order of a few seconds is indeed useful, we see that

2r
]
β

(11)

A large value of n will improve the chances of correctly
detecting a misbehaving mobile user, providing mitigation
with full confidence to detach the misbehaving mobile from
the network. If n is small we may have false positives,
requiring analysis of the user’s behaviour with other ongoing
connections, or checking some data plane attributes such
as destination IP addresses or port numbers that may be
associated with malicious activities. Thus the higher the n,
the faster the decision can be to disconnect the mobile, i.e. β
increases with the threshold n, with a slope or derivative with
0
respect to n expressed as β .
Indeed with some further simple analysis we can show that
the value n∗ that minimises both Na and Λa , is the value that
satisfies:
2
0
β(n∗ ) ≈ r.β (n∗ ).
(12)
Figure 4 shows Na and Λa versus n when β(n) = 0.02n with
r = 0.5 secs−1 , and we see that n∗ = 5 as predicted by (12).
VI. C ONCLUSIONS
The recent explosive growth in mobile data traffic is marked
by an even greater surge in signalling loads due to interworking between the entire mobile ecosystem including devices,
apps, network configuration, cloud services and users. As
mobile devices and apps increasingly access the Cloud in order
to offload computationally intensive or energy-costly activities,
and machine to machine applications also exploit the Cloud
for storage and decision making, signalling storms can become
a significant show stopper both from the Cloud perspective
(due to nuisance connections that exploit the Cloud front end)
and from the perspective of the response time needs of apps
themselves, and excessive congestion in the network. Thus
we suggest a novel mitigation approach in which a counter
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Fig. 4. Number of attacked mobiles (left) and resulting signalling overload
(right) versus the number of false transitions that triggers the mitigation
mechanism, when λ = 10 calls/s, τ −1 = 5s, α = 0.1, r−1 = 2s,
κ−1 = 10s, δ −1 = 5mins, and µ−1 = 5s.

is maintained for each mobile device to detect an excess
in the number of successive state transitions that time-out,
so that misbehaving mobiles can then be detached from the
network. This joint detection and protection system can be
implemented either at the network signalling server, or directly
on the the mobile phone to eliminate the problem at its root. A
simple model has allowed us to first examine the role of timeout that typically limits the effect of storms, and then show
that the simple counter-based approach substantially reduces
the signalling load and nuisance Cloud accesses caused by
such attacks. Based on these results, further simulation studies
and interaction with standards committees can advance these
ideas into a practical scheme that may be used to protect
boththe network and the Cloud from such signalling attacks
or malfunctions..
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