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Abstract—Signaling storms in mobile networks, which congest the control plane, are becoming more frequent and severe
because misbehaving applications can nowadays spread more
rapidly due to the popularity of application marketplaces
for smartphones. While previous work on signaling storms
consider the processing overhead in the network and energy
consumption of the misbehaving User Equipment (UE) only,
this paper aims to investigate how signaling storms affect both
the energy consumption and bandwidth allocation of normal
and misbehaving LTE UEs by constructing a mathematical
model which captures the interaction between the UE traffic
and the Radio Resource Control state machine and bandwidth
allocation mechanism at the eNodeB. Our results show that
even if only a small proportion of the UE population is
misbehaving, the energy consumption of the radio subsystem of
the normal UEs can increase significantly while the time spent
actively communicating increases drastically for a normal data
session. Moreover, we show that misbehaving UEs have to spend
an increasing amount of energy to attack the network when
the severity of the signaling storms increases since they also
suffer from the attacks.
Keywords-Signaling Storms, LTE, Energy Consumption,
Bandwidth Congestion, Radio Resource Control, Misbehaving
Mobile Applications, M2M systems, IoT, 5G.

I. I NTRODUCTION
Signaling storms [1], [2] are becoming more frequent
and severe due to the large number of smartphones which
have access to marketplaces where users can download
both malicious [3] and non-malicious applications [4] which
adversely interact with the control plane of mobile networks
to cause signaling storms. Additionally, signaling storms
can also originate from the public Internet due to many
mobile operators giving public IP addresses to their users
without any appropriate protection [5] and non-optimized
machine-to-machine (M2M) mobile communication [6]. In
this paper, we investigate how a particular type of signaling
storms, which leverages the Radio Resource Control (RRC)
state machine of a User Equipment (UE) to cause excessive
signaling to be exchanged on the control plane of mobile
networks, can cause increased energy consumption of both
normal and misbehaving UEs, severe data plane (i.e. bandwidth) congestion and excessive signaling overhead at the
eNodeB. This holistic investigation of the different impacts

that signaling storms can have is different from previous
work which either investigate the impact of different RRCbased attacks on the mobile network in terms of signaling
overhead and delay only [7]–[11] or the impact of traffic
behavior on the energy consumption of the misbehaving UEs
only without considering other UEs [12]–[15].
In LTE mobile networks, a UE has an energy saving
mechanism in the form of a RRC state machine at the
eNodeB which puts the UE in IDLE (I) mode with low
energy consumption when it is not communicating and in
CONNECTED (C) mode when the UE needs to communicate with the eNodeB. Each transition between the 2 modes
involves the exchange of numerous signaling messages
between the UE and the mobile network. A RRC-based
signaling storm involves a large number of UEs cycling
continuously between the 2 RRC modes to cause excessive
signaling messages to be exchanged between the different
components of the mobile network, including the UEs.
Moreover, LTE UEs have the ability to go into short and
long discontinuous reception (DRX) state when in the RRC
C mode in order to save energy by sleeping most of the time
and intermittently waking up to check if there is data to be
communicated. The difference between the short and long
DRX is that a UE in long DRX sleeps for a longer period
of time between wake-up events.
II. R ELATED W ORK
Signaling storms in mobile networks have been studied
in the literature from three main perspectives: types of
signaling storms and their associated processing overhead
[7]–[11], power consumption of misbehaving UEs [12]–[14]
and detection and mitigation of signaling storms [7], [16].
Several existing research papers [12]–[14] have investigated the energy consumption of UEs due to different
application traffic patterns which can also lead to signaling
storms in LTE networks. In [12], the authors model the
DRX mechanism using a semi-Markov chain to obtain the
trade-off between power consumption and various DRX
parameters such as timeout, for bursty packet data traffic.
The analytical results were also verified against simulations. [13] also investigates the same impact factors of
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Figure 1. State transition diagram representing the behavior of a UE in
the different LTE RRC states (left) and its interactions with the data and
control planes of eNodeB (right). TXY denotes the transition delay from
state X to state Y ; different states will also correspond to different power
consumption levels of the radio subsystem.

the DRX mechanism but it also takes into account the
various signaling messages that are exchanged during RRC
mode transitions. The most important contribution of [14]
is the measurement of the power consumption of LTE UEs
in different operational networks around the world during
different RRC and DRX states, which we use in this work.
In addition, the authors of [14] infer the different DRX
parameters used by operators from their power and traffic
measurements which they then use to build a power model
for a LTE UE so that they can compare the power and delay
performance of a LTE UE against a 3G and WIMAX UE.
Our previous work on signaling storms in the context of
the NEMESYS project [2], [17] has involved the mathematical modeling, simulation and analysis of the impact of different RRC-based signaling storms in 3G/UMTS networks
[9]–[11]. In our recent work, we also investigated methods
for the detection and mitigation of signaling storms through
the use of RRC timer’s adjustment and counters [16].
Our main contribution in this paper is the investigation
of the adverse effect of signaling storms on the energy
consumption of normal UEs during a data session, rather
than focusing only on misbehaving UEs. We also obtain
results for the average connection setup and data transfer
times, taking into account congestion in both the control
plane and data plane.
III. T HE M ODEL
A. Energy Model of the UE’s Radio Subsystem during One
Data Session
We use the state transition diagram in Fig. 1 to model the
behavior of a LTE UE in terms of the energy consumption of
the radio subsystem for different types of communications,
e.g. Voice over LTE (VoLTE), instant messaging and web
browsing. The diagram shows the transitions that a UE
can make inside the RRC state machine [18] during a data
session.
RRC in LTE differs from 3G [9] in that the UE may either
be in I or C mode, and transitions between these 2 modes
will cause signaling messages to be exchanged between the
LTE UE and the mobile network [18]. In the C mode, the
radio subsystem of a LTE UE has four decreasing power
states: H, h, S and L as shown in Fig. 1 where:

In the H state the UE is actively communicating with
the eNodeB.
• In the h state the UE has finished communicating and
if new data is received before a certain timeout Th , the
UE will become active again (i.e. be in H) otherwise
the UE will be moved to state S.
• The short DRX state S corresponds to a UE which is
in short intermittent reception mode, where it sleeps
most of the time and wakes up periodically to check
whether data is buffered at the eNodeB for its reception
or it needs to send data to eNodeB and if so, the UE
moves to state H. If no data is communicated by the
UE for a certain timeout TS , the UE will be moved to
state L.
• The long discontinuous reception mode L is similar to
S except that the UE wakes up less frequently and if
the UE does not communicate within TL seconds, it
finally enters the idle mode I.
Through the use of either statistical observations or mathematical models, the following UE behavior can be captured:
• The average relative number of times pX,Y that a
state Y is visited from state X, where X, Y ∈
{I, H, h, S, L}, X 6= Y .
• The average time τX spent in state X each time it is
visited.
• The average time TXY (shown in Fig. 1) that it takes
to accomplish the transition from state X to state Y .
• The power consumption of the radio subsystem of the
UE during each state occupation and state transition,
which are denoted ΠX and ΠXY , respectively, for
X, Y ∈ {I, H, h, S, L}. Note that the radio subsystem
of a UE consumes more power when transmitting compared to when receiving data [19] since transmission
to the eNodeB involves sending energy over the radio
waves; this is addressed in Section III-D.
From the information above, the total average energy consumption of the radio subsystem of a UE for each complete
cycle that starts when the UE exits state I and ends at its
next departure from I (refereed to here as a data session)
can be expressed as follows:
X
E=
nX τX ΠX
•

X∈{I,H,h,S,L}

+

X

nX pX,Y TX,Y ΠX,Y

(1)

X,Y ∈{I,H,h,S,L}

where nX denotes the total number of visits to state X
during the cycle, which can be calculated from the relative
frequencies pX,Y using the system of linear equations:
X
nY =
nX pX,Y
(2)
X,Y ∈{I,H,h,S,L}

Notice that nI = 1 since we are considering a single data
session only, and pIH = pHh = 1 because there is only one

possible transition out of I and H. In order to obtain the
remaining nX values in terms of the relative frequencies,
Eq. (2) and the state transition diagram in Fig. 1 can be
used leading to:
nH

1

1
1
= nh =
, nS =
, nL =
(3)
phS pSL pLI
pSL pLI
pLI

Since energy is also consumed when moving between power
states, it is necessary to calculate the number of times
nXY that a single UE makes the transition from X to Y
during one data session, which can be calculated from the
relationship nXY = nX pXY and using (3):
pSH
phH
, nSH =
,
nIH = 1,
nhH =
phS pSI pLI
pSL pLI
pLH
1
1
nLH =
, nHh =
, nhS =
,
pLI
phS pSL pLI
pSL pLI
1
nSL =
,
nLI = 1
(4)
pLI
Now the rate λn at which a normal UE makes data sessions
is simply the inverse of the average session duration, i.e.:
X
X
λ−1
nX τX +
nX pXY TXY
n =
X∈{I,H,h,S,L}

X,Y ∈{I,H,h,S,L}

(5)
During signaling storms, the time τH that a UE spends
in each visit to state H will be affected since the number
of UEs in states H or h which are connected to the same
eNodeB determines the bandwidth allocated to a UE for
communication; thus, signaling storms may lead to congestion in the data plane. On the other hand, control plane
congestion affects mainly TIH and TLI because significant
signaling is involved in establishing and releasing RRC
connections; the other transition times ThH , THh , ThS , TSL ,
TSH and TLH involve negligible signaling between the UE
and eNodeB and are therefore marginally affected by the
attack. This coupling between the state transitions of UEs
and signalling and bandwidth congestion at the eNodeB is
illustrated in Fig. 1.
B. Signaling Behavior of Misbehaving UEs
We assume that a misbehaving UE will cause excessive
signaling through a continuous cycle of promotions I → H
and demotions L → I which is triggered by sending a small
amount of data when the UE is in I and waiting for demotion
back to I after undergoing the timeouts. The rate λa at which
a misbehaving UE can attack is the inverse of the cycle
duration:
X
X
A
λ−1
TX +
TXY +τIA +τH
a =
X∈{h,S,L}

XY ∈{IH,Hh,hS,SL,LI}

(6)
where the sum of the timeout periods TX and the transition
times TXY represents the minimum duration that a misbehaving UE must spend before returning to I. We assume that
misbehaving UEs spend negligible amount of time τIA ' 0

A
in I during the storm, and τH
is the amount of time a
misbehaving UE spends in H, typically to send a small
amount of data to trigger a promotion from I to H.

C. Control Plane Congestion at eNodeB
Following our approach in [9], [11] for 3G networks, the
times TIH and TLI that it takes for a single LTE UE to
promote from I to H and to demote from L to I depend on
the signaling queueing delay we at the eNodeB, and can be
characterized by the following expression:
rX
XY
(tXY [n]+δXY [n]), XY ∈ {IH, LI}
TXY = rXY we +
n=1

(7)
where rXY is the number of messages sent between the UE
and eNodeB (given in Table I) during the transition X →
Y [8], [18], and tXY [n] and δXY [n] are the propagation
delay and processing time of the n-th signaling message,
respectively.
The signaling queueing delay we at the eNodeB is calculated as follows: we first obtain the rate of signaling
messages generated by a single normal UE on the eNodeB:
N
γeN = λn [rIH + rLI + nH λc (τH
+ τh )]

(8)

where λn , given in (5), is the rate at which a normal UE
makes data sessions, and λc is the rate at which a UE sends
Channel Quality Information (CQI) messages while in H
N
+τh ) is the total number of CQI
and h [20] so that nH λc (τH
messages sent within a session. Similarly, the total signaling
rate of a misbehaving UE during the storm is given by:
A
γeA = λa [rIH + rLI + λc (τH
+ Th )]

(9)

From (8) and (9), it is possible to obtain the total rate of
signaling messages at the eNodeB due to a population of β
UEs connected to the eNodeB as follows:
Γe = (1 − Z)βγeN + ZβγeA

(10)

where Z is the effective proportion of misbehaving UEs in
the population which are sending only misbehaving traffic
and no normal traffic.
The average signaling queueing delay we at the eNodeB
can be obtained by approximating the signaling server at the
eNodeB by a M/M/1 system:
1
(11)
we =
v − Γe
Here v is an “equivalent” service rate which depends on
the composition of the signaling messages processed by the
eNodeB and is given by:
XY
h
n X rX
o
−1
−1
A
v = Γe βZλa
δXY [n] + λc (τH
+ Th )δc
XY n=1

+ β(1 − Z)λn

XY
n X rX

N
δXY [n] + nH λc (τH
+ τh )δc

oi

XY n=1

(12)

where XY ∈ {IH, LI} and δc is the processing time of the
CQI messages at the eNodeB.
D. Data Plane Congestion at eNodeB
We now proceed with obtaining the time and energy
that a UE spends in state H, which require modeling the
bandwidth congestion at the data plane between the UE
and the serving eNodeB in both the uplink and downlink
directions. This type of congestion occurs because there
is a limited amount of bandwidth which is shared among
all UEs that are attached to the eNodeB and in state H
or h. When a UE is in H, it actually uses the bandwidth
which is allocated to it by the eNodeB, while when the UE
is in h, it has a reserved bandwidth but does not use it
for active communication. Note however that the allocated
bandwidth for a UE in h might be less than that when it is
in H depending on the bandwidth allocation and retention
priority policy of the mobile operator.
During signaling storms, the misbehaving UEs will first
occupy state H and subsequently state h after sending or
receiving only a small amount of data which triggers a
transition from I to H and causes signaling messages to
be exchanged with the eNodeB. In most scenarios, the misbehaving traffic comprises of keep-alive messages, instant
messaging, or M2M communications, which are typically
very small. On the other hand, deliberate attackers are
likely to send only a small amount of packets in order
to preserve their network usage quota and minimize their
network data charges. Therefore, misbehaving UEs will
reserve some bandwidth that is not used for any useful
communication for the timeout period Th . This wasteful
reservation of bandwidth by the misbehaving UEs will result
in less bandwidth being available for the normal UEs in H
N
that the normal UE
and therefore, the amount of time τH
spends in H per visit will increase. In turn, the number of
CQI messages sent to the eNodeB by the normal UEs will
also increase according to Eq. (8) and as a result the severity
of the signaling storm may increase.
A bandwidth congestion model can be developed based
on the following generic characteristics of mobile networks:
• The total uplink and downlink bandwidth of an eNodeB
are different and are shared between the UEs in states
H and h according to the allocation and retention
priority (ARP) of the mobile operator.
• The bandwidth occupation in H is different from that
in h.
• The traffic flow between a UE and its serving eNodeB
can be asymmetric, e.g. as in web browsing and video
streaming.
Furthermore, we can make the following assumptions to
simplify the analysis:
• The data link between a UE and eNodeB is shared using
time division duplexing.

Requests for data communication are assumed to be
made up of a fixed proportion of uplink U and downlink
1 − U traffic.
• There are two types of bandwidth requests that UEs
make during visits to H: (i) normal bandwidth requests
with DN amount of data to transfer on average, and
(ii) misbehaving bandwidth requests with average data
transfer size of DA , with DA << DN .
• The total data bandwidth Be of the eNodeB (both
uplink and downlink) is shared equally among all the
UEs which are currently in states H and h.
The bandwidth sharing assumption above is accurate enough
to capture the different effects of signaling storms on UEs
but it should be noted that in an operational mobile network,
users usually obtain different data rates depending on various
factors such as the specific ARP used by the network
operator, the Quality of Service Class Identifier of data
bearers and the agreed data plan with the network operator.
It is left for future work to investigate if a more complex
bandwidth sharing model is necessary to fully characterize
the effect of signaling storms on different types of normal
users.
Based on the above assumption, an egalitarian processor
sharing model [21], [22] with two classes of bandwidth
requests, each requiring a different service demand, can
be used to represent bandwidth congestion at the eNodeB.
Specifically, the service demand µi of a bandwidth request
of type i ∈ {N, A}, measured in seconds, consists of two
components: (i) the time it takes to actually transfer Di
bytes of data, and (ii) the time that the UE waits after
active communication while reserving bandwidth, before
either going into short DRX after timeout or going back into
H because new data is available before timeout. Hence, the
service demand of bandwidth requests can be calculated as:
•

µN =

DN
+ τh ,
Be

µA =

DA
+ Th
Be

(13)

The average number of concurrent normal and misbehaving bandwidth requests in an egalitarian processor sharing
system are [21], [22]:
GN =

ρN
,
1 − ρA − ρN

GA =

ρA
1 − ρA − ρN

(14)

where ρi = λi µi , with λi denoting the total rate of
bandwidth requests of type i:
λN = (1 − Z)βnH λn ,

λA = Zβλa

(15)

Note that data plane congestion occurs when ρN + ρA is
close to 1. Using Little’s theorem, the time that a UE of
i
type i spends in both H and h per visit is G
λi , from which
the times spent in each visit to H become:
N
τH
=

GN
− τh ,
λN

A
τH
=

GA
− Th
λA

(16)

The energy spent by the radio subsystem of a UE per visit
to H is then given by:
i
i
EH
= τH
[Πh + U

Di tx
Di rx
πH + (1 − U ) i πH
]
i
τH
τH

(17)

where power consumption is assumed to follow a linear
relationship with throughput based on the experimental evaluation in [14]. Here Πh , the intercept, is the power consumed
when the radio subsystem is awake but not transmitting or
tx
rx
receiving data, while πH
(resp. πH
) is the increase in power
consumption when the bit rate increases by 1Mbps in the
uplink (resp. downlink). Notice that since we only consider
i
the average throughput and energy consumption, τH
remains
only in the intercept of (17).
E. Model of the Traffic behavior of Normal UEs
In this section, we describe a simple user traffic model
which allows us to estimate the transition probabilities pXY
and the average time τX spent in each visit to state X 6= H
of Fig. 1. We model the data transfer between the UE
and eNodeB as traffic bursts of average size DN bytes,
with the idle time between traffic bursts (i.e. time when
there is no data plane communication between the UE and
eNodeB) being a random variable Ω which is independent
of the control and data plane congestion. Thus we assume
that users spend random time consuming the data received
(e.g. reading a web page) before making further requests,
independently of the time taken to download the data. In
future work, we will also consider a model which captures
the changes in user behavior due to degraded quality of
service during signaling storms.
We first obtain the time τX that a UE spends in state
X between two consecutive traffic bursts, by modeling the
LTE DRX mechanism as follows: one short DRX period is
divided into Ns cycles of duration ts , which consists of a ton
s
of f
f
period, and let ts = ton
period followed by a tof
s + ts .
s
During ton
s , the UE wakes up to send uplink traffic or to
listen for notification from the eNodeB about any buffered
f
downlink data available for the UE to receive; tof
is the
s
period during which the UE’s radio subsystem is totally
asleep. The time τS spent in the short DRX state S between
two consecutive traffic bursts takes the following form:

0,
if Ω ≤ Th ,




it
,
if Ω > Th + (i − 1)ts + ton

s
s


∧ Ω ≤ Th + its ,
τS =
(i − 1)ts + ton

s , if Ω > Th + (i − 1)ts



∧ Ω ≤ Th + (i − 1)ts + ton

s ,


Ns ts ,
if Ω>Th + TS
(18)
where in the first case, the inter-arrival time Ω between
traffic bursts is smaller than the timeout of state h, so that
the UE spends no time in S. The second case illustrates the
f
scenario where the next traffic burst happens during the tof
s
th
period of the (i − 1) DRX cycle and therefore the UE will

receive the traffic during the ton
s period of the next cycle
and will spend its time in state S, where i = 1, . . . , Ns . In
the third case, the next traffic burst happens during the ton
s
period of the (i − 1)th DRX cycle and therefore the UE will
send or receive immediately and will spend a maximum of
(i − 1)ts + ton
s time in state S. The last case corresponds
to the scenario where the next traffic burst occurs in time
greater than Th + TS and as a result the UE spends Ns ts
time in state S which is equal to TS .
Similarly to the short DRX period, one long DRX period
is divided into Nl cycles of duration tl which is further
f
divided into one ton
and one tof
period. Usually the
l
l
network operator configure the UE to have ton
= ton
s and
l
of f
of f
tl
>> ts so that less energy is consumed by a UE
during a long DRX cycle compared to a short one, since
the UE is spending more time sleeping in the former cycle.
Thus, we can compute τL in a similar manner as for the
short DRX:

if Ω ≤ Th + TS ,

 0,


it
,
if Ω > Th + TS + (i − 1)tl + ton

l
l


∧ Ω ≤ Th + TS + itl ,
τL =
(i − 1)tl + ton

l , if Ω > Th + TS + (i − 1)tl



∧ Ω ≤ Th + TS + (i − 1)tl + ton

l ,


Nl tl ,
if Ω > Th + TS + TL
(19)
Next, the time spent in h between consecutive traffic bursts
is:

τh = min Ω, Th
(20)
and it is also straightforward to compute τI :
τI = max(0, Ω − Th − TS − TL )

(21)

The average time τX that a UE spends in state X during
each visit to that state can now be obtained as follows:
τS = E[τS |Ω > Th ]
τL = E[τL |Ω > Th + TS ]
τh = E[τh ]
τI = E[τI |Ω > Th + TS + TL ]

(22)

Furthermore, the transition probabilities pXY become:
phS = Pr(Ω>Th ),

phH = 1 − phS ,

pSH = Pr(Ω < Th + TS |Ω ≥ Th ), pSL = 1 − pSH ,
pLH = Pr(Ω < Th + TS + TL |Ω ≥ Th + TS ),
pLI = 1 − pLH (23)
A quality of service metric of interest for normal users
is the average time to complete transmission or reception
of a single traffic burst, which is the sum of two delay
components: (i) the transition delay from any of the states
{I, h, S, L} to state H where communication takes place,
N
and (ii) the actual communication time τH
. This metric

captures the average response time of the network, and is
given by:
P
nXY TXY
R=

XY ∈{IH,hH,SH,LH}

P

nXY

N
+ τH

(24)

XY ∈{IH,hH,SH,LH}

Note that the transition time ThH is negligible since the
radio subsystem is already fully awake in state h, while
TIH and TLI depend on signalling load and were derived
f
in (7). Thus, it remains to calculate TSH ∈ [0, tof
s ] and
of f
TLH ∈ [0, tl ] which represent the average durations from
the arrival instant of a traffic burst in S and L to the time
when the radio subsystem is scheduled to wake up. A simple
approximation for these transition times would be to assume
that the traffic bursts occur uniformly at random during sleep
periods so that:
f
tof f
tof
s
,
TLH ≈ l
(25)
2
2
We can follow the approach used for τX to compute more
accurate estimates of these transition times, which will still
be an approximation since we neglect the small effect of
signaling overload. Moreover, the worst-case values of these
transition times are much smaller than the transition delays
between I and C, and so (25) should provide a reasonable
approximation.

TSH ≈

Table I
G ENERAL PARAMETERS FOR LTE NETWORK
Parameter
Total no. of UEs, β
Total no. of eNode-Bs
Rate of CQI messages at eNodeB, λc
Processing time of CQI at eNodeB, δc
Inter-arrival time distribution of normal traffic bursts
Mean inter-arrival time of normal traffic bursts, E[Ω]
Total bandwidth at eNodeB, Be
Average size of normal traffic requests, DN
Average size of misbehaving traffic requests, DA
Timeout for demotion from h, Th
Timeout for demotion from short DRX state, TS
Timeout for demotion from long DRX state, TL
Duration of a short DRX cycle, ts
Duration of a long DRX cycle, tl
Duration of “on” period during a DRX cycle, ton
Proportion of user uplink traffic, U
No. of signaling messages exchanged during I → H
promotion, rIH
Average processing time of each I → H
promotion message at eNodeB, δIH
No. of signaling messages exchanged during L → I
demotion, rLI
Average processing time of each L → I
demotion messages at eNodeB, δLI
Power consumed in state I, ΠI
Power consumed in state L, ΠL
Power consumed in state S, ΠS
Power consumed in state h, Πh
tx
Power consumed when transmitting at 1Mbps, πH
rx
Power consumed when receiving at 1Mbps, πH

Value
175
1
100s−1
2ms
Exponential
60s
150Mbps
1.88MB
10KB
100ms
200ms
10s
20ms
40ms
1ms
0.3
16
3ms
5
3ms
0.031W
1.076W
1.091W
1.29W
0.438W/Mbps
0.052W/Mbps

IV. N UMERICAL R ESULTS
A. Parameters for the Model
Table I shows the numerical values which have been
chosen for each parameter of the mathematical model during
the evaluation. For calculating the energy consumption of the
radio subsystem of UEs, the values of the power levels ΠX
were taken from [14], and the power consumed during promotion from I to H was also measured to be ΠIH = 1.21W .
We assumed that the same power is consumed by the radio
subsystem when it is transitioning back from L to I. For
all the other transitions between power states, we used the
approximation ΠXY = 0.5(ΠX + ΠY ).
Note that we chose Ω to follow an exponential distribution
with mean 60s but any other distribution could be used
to obtain numerical results. In the sequel, we illustrate the
impact of signaling storms first on the eNodeB and then on
the UEs, because it is through the increase in the control
and data plane loads of the eNodeB that misbehaving UEs
can have adverse effects on the normal UEs.
B. Effects of Signaling Storms at eNodeB
Fig. 2(a) shows that signaling load at the eNodeB increases rapidly when the proportion Z of misbehaving UEs
increases in the population of UEs connected to the eNodeB.
A larger proportion of misbehaving UEs means that the
eNodeB will receive a larger number of signaling messages
to process. The maximum signaling load occurs when Z

Figure 2. (a) Signaling load Γe and (b) promotion delay TIH from I to
H at the eNodeB, when the proportion Z of misbehaving UEs increases.

is around 0.28, where the eNodeB reaches its maximum
processing capacity. The increase in signaling rate also
increases the signaling queueing delay at the eNodeB, which
results in the time TIH needed for a single UE to promote
from I to H (i.e. access latency of the UE) to increase as
shown in Fig. 2(b).
Fig. 3 shows that the number of concurrent malicious
bandwidth requests GA being served at the eNodeB grows
rapidly when Z is initially increased before growing at
a lower rate when congestion in the control plane of the
eNodeB becomes more severe, effectively reducing the rate
λa at which misbehaving data connections can be made. The
number of concurrent normal bandwidth requests GN also

3
2.5

Average time spent per visit, s

Avg. no. of bandwidth requests served

3.5
total
normal
attack

2
1.5
1
0.5
0
0

0.1

0.2

0.3

0.4

0.5

Proportion of malicious UEs (Z)

3.5
3
2.5

total
communication time
connection setup delay

2
1.5
1
0.5
0
0

0.1

0.2

0.3

0.4

0.5

Proportion of malicious UEs (Z)

Figure 3. Average number of normal GN , misbehaving GA and total
bandwidth requests served at the eNodeB, when the proportion Z of
misbehaving UEs increases.

Figure 4. The average time time spent: communicating a traffic burst TC ,
per visit to H and transitioning from another state X to H for a normal
UE when the proportion Z of misbehaving UEs increases.

initially increases with Z due to the bandwidth congestion at
the eNodeB created by the presence of an increasing number
of misbehaving UEs making malicious bandwidth requests.
The bandwidth congestion at the eNodeB results in the
N
normal UEs spending more time τH
to complete a normal
bandwidth request as shown in Fig. 4. When Z exceeds
24%, we notice that signaling congestion causes GN to drop
with further increase in Z, because normal UEs find it more
difficult to access the network in order to communicate. Thus
in this scenario performance is dominated by bandwidth
congestion when Z < 24%, and it is dominated by signaling
congestion when Z > 24%; otherwise GN would have
continued to grow if the control plane was not overloaded.

Figure 5.
The percentage increase in energy consumption of radio
subsystem of a normal UE for one data session when Z increases (left),
and the corresponding energy consumed by a misbehaving UE (right). The
energy consumed by a normal UE in the absence of attack is 17.9J.

C. Effects of Signaling Storms on Normal and Misbehaving
UEs
In Fig. 4, we plot the average response time R from
(24) along with its two delay components: connection setup
delay and communication time. We see that the average
N
communication time τH
initially increases with Z during the
data-plane congestion phase of the eNodeB, before starting
to drop and level off as congestion in the control plane
becomes more severe and fewer users are able to access the
network, as shown previously in Fig. 3. However, although
the attack rate slows down during signaling overload, the
average connection setup time increases rapidly, causing the
UEs to experience severe signaling delay when transitioning
from I to H, and also higher response times.
Finally, Fig. 5(a) shows that the energy consumed by
the radio subsystem of a normal UE to complete one
data session increases rapidly with increasing Z; therefore,
signaling storms do not only have a negative impact on
the access time of normal users but also on their energy
consumption. Note that from Fig. 1, there are four variables which affect energy consumption and change with

Z: τH , τh —the times spent in H, h, and TIH , TLI —the
connection setup and release times. Energy increases more
quickly during the later signaling congestion phase, since
more energy is needed to perform the transitions between
I and C. Fig. 5(b) shows that the energy consumed by the
radio subsystem of a misbehaving UE during one normal
data session increases with Z, because similar to the normal
data sessions, the misbehaving UEs suffer from increased
bandwidth and signaling congestion, and so they require
more energy in order to setup and release connections.
V. C ONCLUSIONS AND F UTURE W ORK
This paper demonstrates that signaling storms do not only
affect the waiting time that normal users experience before
accessing the network but also significantly increase the
energy consumption of the radio subsystem and the time
it takes for a normal UE to communicate the same amount
of data after gaining access to the network. These important
results were obtained through three coupled mathematical
models which capture the adverse effects of signaling storms

on the control and data plane of LTE mobile networks
including UEs. Future generations of mobile networks, such
as the upcoming 5G, need to take into account that small
and frequent data transmissions are going to be a more
prevalent activity in mobile networks due to the increasing
use of mobile networks for M2M and Internet of Things
communication and hence, future mobile networks should
be designed to be resilient to such network activity. Future
work will involve extending the analysis to include changes
in user behavior due to degraded quality of service. We will
also investigate the impact of signaling storms on the energy
consumption of the core components of LTE networks, and
how they can be modified with minimum cost to detect and
mitigate signaling storms.
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