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IF multicast provides a low-cost bandwidth-efficient group
communication service on the Internet but it has not been
widely adopted by ISPs due to technological and business
challenges [7]. Also, a best-effort network such as the
Internet cannot adequately support the stringent time require
ments of emergency communications, particularly when
network conditions and traffic demands change rapidly.
Overlays enable multicast functionalities such as packet
replication, routing and group membership management to
be implemented at the application layer on the end hosts
rather than at the network layer in the routers as in IP
multicast. Hence, nodes participating in the multicast session
can self-organize into an overlay network and take on the
responsibility of forwarding data between themselves using
only unicast connections. This approach conforms to the
"smart-host dumb-network" paradigm that has driven the
Internet, allowing for immediate deployment at the cost of
less efficient utilization of network resources in comparison
to IF multicast due to duplicate transmissions over the same
physical links.
In this paper, we introduce a simple, yet effective, overlay
multicast protocol that is targeted for emergency communi
cation services characterized by low-latency requirements
in rapidly varying network conditions. We introduce a dis
tributed overlay construction and maintenance mechanism
that aims to deliver emergency traffic from a source to
intended receivers in the least possible time. These receivers
can be emergency management teams or special devices
that broadcast information relevant to the emergency to the
general public. Our proposed protocol has many unique
features which distinguish it from existing overlay multicast
solutions.
The problem of designing efficient end-system or
application-layer multicast (ALM) protocols consists mainly
in constructing high quality and self-adapting overlays with
minimal complexity and overhead. Building such overlays,
however, requires knowledge of the underlying physical
network and its performance metrics which are usually esti
mated using measurement techniques such as round-trip time
(RTI). A direct consequence of gathering measurements
for all pairs of nodes in the overlay is a large protocol
overhead that grows with the multicast group size. Thus, an
overlay construction algorithm needs to achieve good trade
off between topology estimation and measurement cost.

Abstract-This paper presents an emergency communication
system that is able to quickly deliver emergency messages over
an unreliable and best-effort network such as the Internet.
The proposed architecture employs application-layer multicast
to rapidly deliver emergency traffic without the support of a
dedicated network infrastructure. We introduce a distributed
overlay tree construction and maintenance mechanism that
produces consistent, loop-free and self-adaptive trees that dy
namically change over time to effectively deal with varying net
work conditions and offer low message delays to end nodes. We
evaluate the performance of the proposed approach through an
experimental study conducted on a real-life networking testbed.

I.

INTRODUCTION

Emergency scenarios, such as natural disasters, terrorist
threats and campus crimes, are accompanied by commu
nication difficulties due to congestion and failures which
are likely to occur in telecommunication networks during
such circumstances. As a result, there are serious reliability
issues with relying on a single technological solution for
emergency communication. For instance, recent studies [1],
[2] have pointed out several weaknesses in Short Message
Service (SMS) based mass notification systems. Indeed, in
order to prevent significant message losses due to com
munication failures as experienced in [3], [4], different
communication channels and devices need to be utilized.
A critical component of emergency communications is
multicasting. Information such as details of the emergency
or evacuation guidelines may need to be conveyed to affected
people, or critical information may need to be exchanged be
tween various coordinating rescue teams such as the police,
fire brigade and emergency medical services. Thus, there is a
need for reliable and cost-effective communication tools that
can adapt to varying network conditions during emergencies
in order to satisfy the stringent delay requirements in such
circumstances.
Although broadcast media are still dominant, the Internet
continues to take on an increasing role in our lives. Indeed,
a recent study [5] indicates an annual increase of 34% in
Internet usage in the UK. It is therefore worthwhile to
consider the Internet as a complimentary means for distribut
ing emergency information. An example of such emergency
notification systems that use multiple technologies, including
the Internet, is AMBER alert [6] which is used in the US
to aid in the recovery of abducted children.
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2) Mesh-based protocols: build, in addition to the data
delivery tree, a mesh topology that can be used to dis
seminate control messages, recover from tree partitions and
improve performance. Consequently, protocols of this group
are more robust to failures due to the availability of multiple
or redundant links between group members. However, they
suffer from high control overhead which limits their scal
ability. Existing mesh-based protocols differ mainly in the
tree construction procedure and the order in which the data
topology (tree) and the control topology (mesh) are built.

There has been considerable work in the literature on
providing emergency communication services through the
Internet. The problem of interoperability between emergency
responders with different communication technologies is
considered in [8]. The works in [9], [10] present methods
for identifying IP caller location during an emergency, which
is necessary to direct the call to the correct responder and
to dispatch aid to the right location. Finally, [11] proposes
a differentiated services (DiffServ) approach for providing
quality of service (QoS) for emergency traffic.
Our paper is most closely related to [12], [13]. In [12],
overlay networks are used to improve survivability and
reliability of communication services during emergency sce
narios characterized by large-scale network failures. The
scheme builds on the overlay routing protocol of [14], and
simulation results indicate that the overlay approach can
increase the probability of network recovery after failures
in comparison to Border Gateway Protocol (BGP). In [13],
a prototype application for emergency response communi
cations is implemented. The application integrates a peer
to-peer (P2P) architecture [15] with GPS data in order
to provide location-based messaging and video streaming
services to emergency responders.
The rest of this paper is organized as follows. In section
II we review some of the previous work on application
layer multicast. Section III presents the proposed overlay tree
construction and maintenance protocol. Section IV provides
a detailed description of the implementation of the protocol,
and presents experimental results conducted on a network
testbed. Finally, we provide our concluding remarks in
section v.

In general, most existing end-system multicast solutions
build group-shared overlays that, although incur very small
overhead, cannot fulfill the critical low-latency requirements
of emergency communications. Moreover, source-specific
tree protocols derive the data delivery paths from mesh
topologies that require very large control overhead in order
to maintain high quality mesh structures. Our paper differs
from existing work in this area by several unique features
which are summarized below:

•

•

II.

RELATED

WORK

Previous work on end-system multicast protocols can be
classified, according to the overlay structure used, into tree
based [16]-[19] and mesh-based [20]-[22]:
1) Tree-based protocols: arrange members into a tree
structure so that data dissemination can be done by a
simple flooding technique whereby each node replicates
and forwards every packet to all of its neighbors except
the source node. According to the construction mechanism
(and hence the purpose) of the tree, tree-based protocols are
classified as source-specific and group-shared tree protocols.
Source-specific tree protocols aim to minimize the path costs
from a specific source to all other destinations in the group,
thus optimizing the tree for a given member. Therefore,
such protocols are efficient for one-to-many applications,
but may incur high overhead due to maintenance costs for
multi-source communications. Group-shared tree protocols,
on the other hand, try to minimize the overall tree cost
in order to efficiently support many-to-many applications
using the same overlay tree, but at the expense of higher
communication costs for any specific source.

•

•

•

•
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We propose a distributed tree construction and main
tenance technique which allows for complete recon
figuration of the overlay tree topology in response to
changing workload or network conditions. Conversely,
existing ALM protocols try to optimize the overlay
either by using centralized solutions or having group
members make independent transformation decisions
that may lead to sub-optimal performance, loops or
partitions.
The proposed tree construction and maintenance mech
anism embeds both metric (Le. link cost) measurement
and link selection within the same process, which
removes the need for additional monitoring efforts as
done in comparable approaches.
We propose an adaptive tree refinement algorithm
which is triggered probabilistically according to the
performance of the overlay. This is more efficient than
periodic refinement techniques that require optimization
over refinement periods in order to avoid unnecessary
maintenance overhead.
The overlay topology produced by the protocol is loop
free by construction, therefore no loop detection or
recovery procedures are needed.
The initial tree construction algorithm uses a distributed
flooding technique which may incur a large overhead.
However, the tree maintenance process uses search
space reduction to improve scalability by selecting the
best peers at each tree refinement step.
The protocol was developed with the possibility of
using deputies [23], [24] in mind, which are dedicated
nodes that can be invoked to temporarily enter a mul
ticast group to improve performance.

III. THE

PROTOCOL

Our proposed protocol is a source-tree based application
layer multicast protocol which constructs the overlay tree
in a distributed manner. A source-specific approach was
adopted as we believe most emergency communications
will involve few data sources, from where information will
be sent out to many recipients; this approach guarantees
better performance in single-source, multiple-receiver type
of communications.
In the protocol, a delivery tree is source-specific and it
is composed of three types of nodes: a sender s (tree root),
a set of receivers M and a set of deputies D, which may
be the empty set. Therefore, treeT {s} U M u D. Each
node nET maintains two information sets: (i) the set of
children Cn, which consists of n's current children in the
distribution tree, and (ii) the set of possible successors Nn,
which contains nodes that can potentially be selected as the
children of n in the next tree construction cycle. Note that
Cl
0 for all leaf nodes lETand members of Cn may
potentially change over time "In E Tas the tree adapts
itself to changing conditions. The set N is used to reduce
the search space (i.e. the distributed broadcast space during
tree (re-)construction) when the number of receivers (1M!)
is large. Therefore, N � M. For the following discussion,
you may assume N M. Deputies are network nodes that
can be used to support improved tree construction in order
to enable performance improvements. These nodes are not
among the group communication end-points (D n M
0
and {s} 1. D) but they are included in the delivery �ee as
.
their inclusion offers benefits during group commUnICatIon
(e.g. improved end-to-end latency). Deputy units are usually
determined by an external process based on either policy or
performance, but their use will not be discussed in this paper
(for a similar protocol which uses deputies, we would like to
refer the reader to [24]). For the following discussion, you
may assume D 0.
The initial tree has a trivial star topology: Cs M. This
initial topology will change as the delivery tree adapts itself
to varying conditions (e.g. inter-traffic patterns, network
loads, and changes in M) by using the tree construction
algorithm (TCA), which aims to improve the delivery latency
of messages under the current substrate network conditions.

=

=

=

=

=

=

=

2)

=

=

=

3)

=

=

=

A.

observations (i.e. during the first tree construction). We
measure node fitness as a binary metric in this paper,
which indicates whether a given node had assumed
a child role in the previous tree construction. This
binary value Is(n)
1 if node n was a child of s
in the previous tree, and Is(n)
-1 otherwise. The
set Zs is constructed by including all nodes with a
positive fitness value (call this selection zt
nE
Ns : Is(n) > 0). In addition, a random selection of
nodes with negative fitness values are included in Z
(call this selection Z;), where Iztl
IZ;I. The
addition of Z- enables the algorithm to deal with
changing network dynamics by exploring new tree
configurations. Members of D are also added to Zs,
so Zs
zt u Z; u D. Note that when there are no
previous observations, Zs Ns•
Sender s unicasts L copies of the Tree Build Message
(TBM) to each node in Zs' Each TBM carries a unique
tree identifier assigned by s along with the sender's
identifier and predecessor. Each node remembers the
last tree identifier, so stale (delayed) TBMs can be
easily discarded. Using multiple TBMs for each can
didate node enables the algorithm to collect sufficient
observations on the underlying network conditions in
the presence of varying network delays. Please note
that these TBM transmissions occur in cycles, with
each cycle consisting of IZI transmissions for a total
of L cycles.
A node receiving L TBMs from the same prede
cessor will send a Child Attach Message (CAM) to
the predecessor and repeat the process described in
step 2 with its own candidate set after appending its
node identifier to the Tabu List B in the TBM. The
Tabu List B in the TBM helps units to construct
more efficient candidate sets and loop-free trees by
excluding previously used units in the tree construction
process (i.e. Z N u D {s} - B). In addition, the
node sending the CAM will send a copy of the CAM
to the root to inform it of the new attachment.
A node receiving a CAM will add the sending node
to its child set C. Once s receives IMI attachment
notifications, it will start using this new tree.
Data transmission proceeds by each node retransmit
ting data arrivals to nodes in its C set.

4)

5)

Tree Construction and Message Delivery

The Tree Construction Algorithm (TCA) is a distributed
algorithm that can discover low-latency distribution trees for
s and consists of the following main steps:

-

In the worst case, the number of TBMs sent for tree
construction is O(ILI(INI + IDI)2). However, in practice
the actual number of messages will be much smaller with
the implementation of the systematic selection of the can
didate set Z, which makes the protocol suitable for small
to-medium-sized networks. It would be expected that our
algorithm scales well for networks of up to several hundred
nodes.

1) Sender s creates a candidate set Zs, which consists
of possible children of s in the to-be-constructed
multicast tree, and sets Cs
0. The possible chil
dren are selected from Ns based on their fitness as
observed from previous tree constructions. Note that
Ns
M u D - {s} when there are no previous
=

=
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B. Tree Maintenance

The TCA builds the fastest tree to deliver messages from
to M at the time of construction. However, network
dynamics and variations in the traffic load may change the
optimality of the tree for the current conditions. In order to
enable tree adaptation due to performance degradation, our
protocol includes the following tree maintenance behavior:

s

1) The root tags data messages with their creation time
and leaf units return the tag to the root in a Tree
Information Message (TIM), which enables the root
to measure the round-trip time (RTT) to leaf nodes.
In order to limit protocol overhead, we can limit the
sending rate of TIMs from leaf nodes to the root: one
approach would be to allow up to "I messages per
second for each leaf node, where "I is a constant and
predetermined value. The exact setting of "I depends
on a multitude of factors, such as available bandwidth
at the network, inter-traffic load, and sending rate of
data from the source to the receivers.
2) The root uses the RTT measurements to update param
eters rttlt and rttma, which track the long-term worst
message RTT average (using an exponential average)
and the short-term average (using a moving-point
average of the last h samples), respectively. h controls
history length for rttma, where large values of h
provide a smoother average at the cost of reactiveness
to latest network conditions, and small values of h
provide more reactive tree maintenance, possibly at
the cost of more frequent tree reconstructions and
therefore protocol overhead.
3) A tree reconstruction is triggered with probability
P : lbo, rttlt, rttma), where "10 is a prefixed value
that limits the tree reconstruction rate. In this study, a
tree reconstruction is triggered with P = 1 whenever
rttma >= 2rttlr and "10 = 1/15.
IV.
A.

Figure 1. The 21-node testbed used in our experiments. Link costs are
proportional to line thicknesses

•

•

•

Furthermore, the current implementation can expose node
state as a web service, which allows convenient remote
inspection and monitoring of the protocol operation for
testing and verification purposes.

IMPLEMENTATION AND EXPERIMENTATION

Implementation

B. Experimental Results

The protocol was implemented to support the functionality
of a multicast overlay with the possibility of using different
transport protocols in the substrate network (e.g., UDP and
TCP with or without SSL support). In addition to imple
menting the overlay multicast algorithm itself, a protocol
was developed to allow:
•

nodes as well, which will affect the message delivery
latencies of other nodes.
Information dissemination about nodes in the tree by
the root node, which occur either when the protocol
starts managing tree configurations or changes occur to
the tree (e.g. when new units attach to the tree).
Explicit Child Release Messages (CRM), which may
be sent by nodes upon reception of unexpected data
from a predecessor. These messages help to maintain
a consistent tree under the presence of malfunctioning
nodes.
Tree Reconfiguration Requests (TRR), which are sent
to the root by nodes which have been unexpectedly
disconnected from the tree because of a predecessor
failure or disconnection. A TRR will be sent by a node
to the root if the node detects that one of its children is
not longer available (e.g. due to node or link failure).

In this section, we present our experimental results re
garding the proposed protocol's ability to rapidly adapt to
changing network conditions. We ran emulation experiments
on a real-life networking testbed which consists of 21 routers
running Linux and connected via 10 Mb/s links. Figure 1
shows our experimental network topology, consisting of 21
nodes and 33 links. To further emulate the properties of
wide area networks, random delays were added to the links
according to a Pareto distribution, with average values in
the range of 20 ms
80 ms. These delays are shown
proportional to line thicknesses in figure 1. Open Shortest
Path First (OSPF) dynamic routing protocol is deployed as
the network-layer routing protocol in the network.

The dynamic subscription to and release from the mul
ticast tree. New nodes are allowed to attach to the root
node and then are appropriately relocated down the tree
on the next tree reconstruction cycle. It is interesting to
note that in most cases, these new attachments would
induce the tree to change because of the performance
impact that they have on existing nodes in the tree,
since the root now sends data messages to these new

-
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can be observed that compared to unicasting, our protocol is
both more adaptive and performs better (with lower latencies
for leaf nodes) in changing network conditions.
A second experiment was conducted for a group of 6
units, where an interfering flow of rate 1 Mb/s was injected
on link 106-112 and later increased to 10 Mb/s. The results
of this experiment are depicted in Figure 3, which shows that
our protocol responds to both flows by adapting the delivery
tree. It can be observed that our protocol has worse perfor
mance than unicasting for a short time after the injection of
the light flow; this is due to the latency introduced by tree
reconstruction (Le. due to protocol overhead). This indicates
that further investigation is required for the appropriate
selection of protocol parameters.
Finally, we studied the performance of the protocol with
a larger group of 12 nodes and in the presence of multiple
interfering flows of rate 1 Mb/s. The resulting average
message latencies are depicted in Figure 4. Although our
protocol initially took a longer time to setup the distribution
tree, this time was well-spent as the protocol performs
substantially better than unicast in the rest of the experiment.
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Each node in the network can act as either a router or
an end-host that participates in the emergency multicast
session. Node 101 (highlighted) acts as the source (root) in
our experiments, which produces a traffic flow of 2600-byte
messages at approximately 1 msg/s. This message length
accounts for all protocol and network headers. In these
experiments, TCP was used as the transport protocol, so
measured message delays are affected by network conditions
(i.e. network traffic) and TCP flow and congestion windows.
In addition to the artificial delays introduced on the links,
background traffic is generated in the experiments to further
emulate a real-life emergency networking setting with inter
traffic.
In the first experiment, the multicast group consists of
8 members. The experiment was run for 30s without back
ground traffic and then a flow of rate 5 Mb/s was injected on
link 106-114. After another 30s, link 106-112 was saturated
temporarily with a flow of rate 10 Mb/s. Figure 2 depicts
the average round-trip latency for leaf nodes over time for
a single experiment run, for both overlay multicast and
unicast. The resulting plot shows the collective reports of all
leaf nodes ordered by their arrival time at the root unit. It

V. CONCLUSIONS

This paper has introduced an overlay multicast protocol
for emergency message delivery over unreliable and best
effort networks. A key property of the proposed protocol is
self-adaptation, which is achieved by reconfiguring the deliv
ery tree in response to changes in the network. Such changes
are monitored by our protocol through a continuous but
non-obtrusive reporting of message latencies by leaf nodes
in the tree. Multicast tree construction is totally distributed
and does not require external network monitoring support
as in other approaches. Instead, the protocol implements
a distributed mechanism that selects peers based on their
measured suitability to forward messages in the tree. The
resulting protocol produces loop-free trees, is simple to
implement, scalable to groups of hundreds of nodes and
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able to produce low-latency data delivery trees. This paper
has presented experimental results studying the performance
of the proposed algorithm in a real-life network testbed,
showing that the protocol can adapt quickly to changes in
network conditions and delivers messages to receivers with
lowered latency. These results have also revealed that further
investigation regarding the appropriate selection of protocol
parameters is required for optimized protocol performance.
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