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Abstract. Signaling storms are becoming prevalent in mobile networks
due to the proliferation of smartphone applications and new network
uses, such as machine-to-machine communication, which are designed
without due consideration to the signaling overheads associated with the
de/allocation of radio resources to User Equipment (UE). In this work,
we conduct a set of experiments on a 3G operational mobile network to
validate previous claims in literature that it is possible to significantly
change the signaling behavior of a normal UE so that the UE has an
adverse impact on the mobile network. Our early results show that it is
possible to increase by 0.330 signaling messages/s the signaling rate of a
normal 3G UE loaded with popular applications when it is not in active
use by the owner. In addition, we explore the different factors which can
either increase or decrease the effectiveness of signaling attacks on mobile
networks.
Key words: Signaling Storms, Radio Resource Control, 3G/UMTS,
malicious mobile applications, 4G/LTE, M2M

1 Introduction
Mobile networks are increasingly susceptible to Radio Resource Control (RRC)
based signaling storms because of the proliferation of smartphone applications [5,
8, 16] and new network uses such as machine-to-machine and Internet of Things
communication [22] which are not optimized in terms of signaling load and are
not tested by mobile operators. In this paper, we present experiments to verify
the feasibility of RRC-based signaling storms in operational 3G networks by
measuring the number of successful RRC transitions that an attacker can trigger
on a targeted User Equipment (UE). The attack is performed over the public
Internet where a computer, acting as the attacker, is used to ping the targeted
UEs at a variable interval to observe the relationship between the ping frequency
and number of successfully triggered RRC transitions. This setup emulates both
deliberate RRC-based signaling attacks as well as signaling storms caused by
either misbehaving or malicious applications that frequently establish and teardown data connections in order to transfer small amounts of data.
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In 3G/UMTS networks, each UE has a RRC state machine which controls the
amount of bandwidth resources that it is currently allocated [6]. The RRC state
machine has 4 states ordered in terms of increasing energy consumption and
bandwidth allocation: IDLE, PCH, FACH and DCH. The RRC state of a UE in
a 3G network is controlled by a mobile network element called Radio Network
Controller (RNC) where the transition between the different RRC states requires
different number of signaling messages[13] to be exchanged between the UE and
the RNC. A UE can move from a higher-bandwidth RRC state to a lower one
after a network operator specified timeout if no data traffic is communicated
between the UE and the mobile network during this timeout.
In current literature, there are numerous prior experimental work [19, 3,
18, 23, 15, 14] which looks mainly at how to infer the RRC timeouts and the
impact of applications on RRC signaling load. In [19], the authors infer the
type and parameters of the RRC state machine of 2 operational 3G networks
by probing the network through the transmission of different amount of data
between a UE and a server on the public Internet. In contrast, [3] assumes
only one type of RRC state machine and infer its parameters by using ICMP
packets as probe packets. The main author of [19] developed a new RRC state
inference algorithm in [18] which provides better accuracy and then uses the
algorithm to characterize the signaling, energy and bandwidth utilization of
mobile applications by analysing their packet traffic traces only. The authors of
[23] carried experiments to measure the impact of RRC timeouts on the power
consumption, signaling load and web quality of experience. [15] analyzes the
impact of the frequency of keep-alive messages on the energy consumption of
the UE in 3G networks while we concentrate on the signaling load and use a
UE which is a modern smartphone loaded with popular applications that most
users have installed on their phone nowadays. In [14], the authors develop an
android application which can measure the RRC signaling, radio resources and
energy efficiency of background applications by logging the data packets and
corresponding RRC state on a targeted UE.
Our previous work on signaling storms in the context of the NEMESYS
project [10, 2] has involved the mathematical modeling, simulation and analysis
of the impact of different RRC-based signaling storms in 3G/UMTS networks
[1, 11, 12] and 4G/LTE networks [7]. In our recent work, we also investigated
methods for the detection and mitigation of signaling storms through the use of
RRC timeout adjustment [17] and counters [9].
1.1 Motivation
Nowadays, smartphones often run many applications that communicate over the
Internet even when users are inactive in order to enable always-on connectivity
which allows users to receive promptly new data such as social media updates,
VoIP calls and messages and location-based services. This mix of applications
may hinder the ability of either a deliberate RRC-based signaling attacker or
a malfunctioning application to cause high signaling load since some of the attacking traffic will not trigger changes in the RRC state because other normal
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applications have already performed unknowingly the required changes in RRC
state to carry the attacking traffic.
Although the impact of RRC-based signaling overload on mobile networks
has been evaluated extensively in [1, 12, 7] using mathematical and simulation models, the assumption therein is that the attacker is able to control to a
great extent the severity of the attack so that the resulting load in the network
is proportional to the rate at which either attacking or misbehaving traffic is
generated. The set of experiments designed in this paper aims to validate this
assumption in a realistic setting by carrying out RRC-based signaling attacks
on an operational mobile network. Furthermore, an additional objective of this
set of experiments is to evaluate whether attacks can be optimized in the presence of active mobile applications by modifying the frequency of either malicious
or misbehaving transmissions. The results of such experiments will help in the
design of more accurate normal UE and attack models which will lead to the
ability of running more realistic simulation experiments.

2 Description of the Experiments
2.1 Equipment Used
The experiments were conducted on the 3G network of a large operator in the
UK, and included the following components which are connected as shown in
Figure 1:
– Samsung Galaxy SII (GT-I9100): A 3G phone which acts as the targeted
UE. The phone runs stock Android 4.1.2 (carrier branded) and has been rooted
to allow applications to run with root privileges. In addition, the phone has the
popular packet capture utility tcpdump installed on it. Several popular mobile
applications, which communicate over the Internet even when the user is not
interacting with the device, have been installed on the UE to emulate normal
UEs in existing mobile networks. It is expected that the overall communication
pattern of these installed applications will reduce the number of successful
RRC transitions that can be triggered by the attacker.
– 3G SIM: To allow the UE to connect to the 3G network of the selected
operational mobile operator. The Access Point Name (APN) used by the SIM
card was modified so that the phone appears to the network as a cellular WiFi
router (known as MiFi) and is allocated a public IP address, rather than a
private one, by this particular network operator. Having a public IP allowed us
to ping the smartphone from the public Internet to conduct our experiments,
which would not have been possible otherwise since direct mobile-to-mobile
communication over the cellular network is blocked on this particular network.
It should be noted that many mobile operators across the world provide public
IP address by default to their customers[20] and therefore, signaling attacks
based on pinging the public IP address of UEs can occur on these mobile
networks without any APN change. In addition, signaling attacks can still
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occur when UEs are allocated private IP addresses only if the UEs have either
malicious or misbehaving applications which regularly send user traffic to the
mobile network.
– Linux-based computer: To act as attacker and to record the changing RRC
state and packets communicated over time by the targeted UE. The RRC attacks are carried by a ping generator which pings the public IP of the targeted
UE at regular interval. In addition, the targeted UE is connected via a USB
cable to the computer and the Android Debug Bridge (ADB) command line
tool is used to connect to the targeted UE to retrieve logged information about
the changes in RRC state and the packets that are communicated by the UE
over the mobile network during the duration of the experiments.

Targeted UE
Data logging

Mobile network

Ethernet

USB

Linux computer

Attack traffic

Internet

Fig. 1. RRC experiment setup in an operational 3G network.

2.2 Methodology
The RRC experiments are carried by following the following steps: in the first
step, Wi-Fi is first deactivated on the targeted UE and then 3G is activated on it
so that the UE connects via cellular connection to the Internet and RRC-based
attacks can be carried out. The public IP address of the UE is noted so that the
ping generator can be configured to attack the UE.
In the second step, two ADB terminals are open on the computer attached
to the targeted UE. The first terminal is used to issue commands to the tcpdump
utility on the targeted UE to start capturing all packets that the UE is receiving
through the radio interface; tcpdump also records the time when its filters capture the packets. The second terminal is used to record the RRC state of the UE
at regular interval. For the UE to start logging the RRC state, it must be put
into ServiceMode by dialling *#0011# on the Samsung Galaxy SII phone (this
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number is known to work only on Samsung Galaxy phones, and other manufacturers may use other codes). When the phone is in ServiceMode, it will show the
current RRC state as shown in Figure 2. The second ADB terminal is used to
record the RRC state displayed on the UE through the filtering of the system
log of the UE for ServiceMode information only.

Fig. 2. Screenshot showing the RRC state on the UE after it enters the ServiceMode
state.

In the third step, the targeted UE is pinged from the attacking computer for
the duration of T seconds with a time interval of P seconds between successive
pings. The duration of each experiment run T is chosen according to the interping time P such that the total number of attack pings T /P is sufficiently large
to provide statistically significant results. In this set of experiments, the default
size of the ICMP Echo Request packets of the ping utility is not changed and was
measured to be 100 bytes in the tcpdump capture. The impact of the payload size
of the ICMP Echo Request packets on the type and frequency of RRC transitions
triggered is left for future work.
In the final step, the packet and RRC records are then analyzed to obtain the
number of successful transitions due to the attack: an attacking ping is deemed
to have triggered a successful RRC attack if there is a RRC promotion within
± seconds from the time the attacking ping is recorded by tcpdump and there
is a RRC demotion within D seconds from the time a successful promotion has
been triggered and completed.
2.3 Metrics of interest
We use two performance measures in order to quantify the effectiveness of the
attack. The first metric S captures the proportion of ping messages that successfully trigger a RRC attack:
S=

#successfully triggered RRC attacks
× 100%
#ping messages captured at the UE

(1)
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Clearly, higher values of S reflect higher attack success probability. However,
each type of RRC state transition causes a certain number of signaling messages
to be exchanged in the network as shown in Table 1. Therefore, the impact of
the attack is better characterized by taking into consideration the number of
successful transitions of each type rx→y and using the values nx→y in Table 1 to
compute the effective attack rate A as follows:
P
∀x→y rx→y × nx→y
(2)
A=
T
Note that not all possible RRC transitions are shown in Table 1, since only
certain transitions were observed in the experiment.
Table 1. No. of signaling messages exchanged per RRC transition type [1]
Start state, x End state, y No. of messages, nx→y
PCH
FACH
3
FACH
DCH
7
PCH
DCH
10
DCH
PCH
5
FACH
PCH
2
DCH
FACH
5

3 Results
The parameter D in our set of experiments controls the maximum time limit
that a demotion must happen after a promotion occurred near an attacking ping
for the transitions to be considered as an attack. During a successful attack, the
time that it takes for the UE to demote back to a lower RRC state depends
on many factors, the first one being the time it takes to finish communicating
all the packets related to the attack, this includes the varying end-to-end delay
between the UE and the attacking computer. The second factor is the timeout
that the network operator has set for RRC demotion to occur if no data traffic is
being transmitted between the UE and the mobile network. It should be noted
that normal UE data traffic can cause the UE to either stay in the higher RRC
state that the attacking ping caused it to promote to or promote to an even
higher RRC state. When normal traffic happens after an attacking promotion
but before its associated demotion, the attack is deemed to have failed. Hence,
the value of D helps to identify RRC promotion and demotion transition pairs
that are affected by normal traffic and should not be counted as attacks. In
order to help us identify the appropriate value of D, we compare in Figure 3
the histogram of the time between promotion and demotion when there are ping
attacks occurring and not. It can be observed that most of the change in the
distribution of the time spent in promoted RRC state happens before 9s and
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hence, in this work we choose D to be 9. We also set D to ∞ to have a measure
of RRC transitions that were not counted.

Percentage of time values, %

attack:

present

absent

30

20

10

0
0

2

4
6
8
10
12
14
Time between promotion and demotion, s

16

Fig. 3. Bar chart showing the percentage of “time spent in promoted RRC state before
demotion” values falling within a specified time interval when RRC-based signaling
attack is present and absent. The bin size is set to 1.5s.

Table 2 and 3 show the results of the RRC experiment for different ping
intervals P and maximum time between an attacking promotion and demotion
for an attack to be considered successful D, with the parameter  set to 2s to
match the longest sampling interval (which is not under our control) of the RRC
state of the targeted UE during the whole set of experiments. The results show
that the effective attack rate A is highest when the ping interval P = 10s for
all considered values of D. In all the experiments, it can be observed that most
of the attacking transitions are of type PCH → FACH and vice versa because
ping attacks are low traffic volume attacks and therefore, the FACH RRC state
is enough in most cases for the targeted UE to handle the traffic linked with the
ping attacks. The targeted UE can move to the highest RRC state DCH when
the ping attacks happen at the same time as when legitimate user traffic is being
communicated by the targeted UE and therefore, a transition to DCH state is
required in order to carry the additional attack traffic.
Figure 4 shows that the success rate of the attack S increases with the time
interval between two consecutive pings P up to a level (P = 10s) after which
S stays almost constant. When carrying out a RRC-based signaling attack, attackers may be tempted to set the ping frequency interval P to be slightly larger
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Fig. 4. Change in the attack success rate S when the ping interval P is increased and
the maximum time between a successful attacking promotion and demotion is changed
D.
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Fig. 5. Change in the effective attack rate A when the ping interval P is increased and
the maximum time between a successful attacking promotion and demotion is changed
D.
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Table 2. Results of Signaling Attacks when D = 9s
Ping
interval
Ps
2
3
5
10
20
30
40

Exp.
Duration
Ts
1080
1620
2700
5400
10800
16200
21600

# successful transitions
#
Attack Effective
Total PCH PCH FACH FACH DCH DCH Attack success attack
→
→
→
→
→
→
pings
rate,
rate,
FACH DCH DCH PCH PCH FACH logged
S% A msg/s
0
0
0
0
0
0
0
487
0
0
36
0
0
18
0
15
3
445
4.04
0.133
194
81
1
15
81
14
2
376
25.8
0.222
620 278
2
30
278
31
1
464
66.8
0.330
608 266
2
36
266
37
1
491
61.9
0.166
698 307
3
39
307
40
2
509
68.6
0.126
696 311
1
36
311
35
2
522
66.7
0.093
Table 3. Results of Signaling Attacks when D = ∞s

Ping
interval
Ps
2
3
5
10
20
30
40

Exp.
Duration
Ts
1080
1620
2700
5400
10800
16200
21600

# successful transitions
#
Attack Effective
Total PCH PCH FACH FACH DCH DCH Attack success attack
→
→
→
→
→
→
pings
rate,
rate,
FACH DCH DCH PCH PCH FACH logged
S% A msg/s
0
0
0
0
0
0
0
487
0
0
48
1
0
23
1
19
4
445
5.39
0.173
332 146
1
19
146
18
2
376
44.1
0.360
736 333
2
33
333
34
1
464
79.3
0.387
736 326
2
40
326
40
2
491
74.9
0.198
784 346
3
43
346
43
3
509
77.0
0.141
786 355
1
37
355
36
2
522
75.3
0.103

than the timeouts for demotion in order to maximize the severity of the attacks.
Unfortunately, this way of carrying out attacks is not the most efficient one since
only a fraction of the attack pings can trigger RRC transitions due to variations
in the end-to-end delay between the attacker and the targeted UE, which can
decrease the inter-arrival times of ping messages at the UE and do not allow the
targeted UE to have enough time to undergo RRC demotions so that the attack pings can trigger malicious RRC promotions again. Therefore, the attacker
should add additional time between his attacks to take into consideration the
variation in end-to-end delay.
When P is very small, the majority of the attack pings fails to trigger RRC
transitions because the targeted UE does not have enough time to undergo the
RRC timeout(s) and demote to lower RRC states before the next attack ping
arrives. The targeted UE stays most of the time in the higher RRC states where
it is able to handle the additional traffic associated with the attack pings without
further promotions. Indeed, a large scale attack with very small P can potentially
cause bandwidth starvation in the network, which is a data plane type of attack,
since the UE remains active throughout the duration of the attack, effectively
reducing the available bandwidth in the affected base stations and depleting the
battery of the targeted UEs.
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Note again that the success rate of the attack S only measures the probability
of an attack ping triggering an RRC transition, but does not reflect the impact
of these triggered transitions in the network, which is captured by the effective
attack rate A shown in Figure 5 where the number of signaling messages required
for each type of triggered transitions is taken into consideration. We see that A
increases with P up to a maximum value when P = 10s (or the attack rate =
0.1 pings/s), then drops monotonically as P is increased as one would expect
from a low rate attack.

4 Conclusions and Future Work
This paper has shown that it is possible to carry RRC-based signaling attacks
at a very high success rate, i.e. around 70%, in operational mobile networks by
optimizing the frequency at which attacks are carried out so that the attacks are
not heavily reduced by the communication pattern of normal applications and
by variations in the end-to-end delay between the attacker and targeted UEs.
While it was possible to maximize the impact of the attack for a single UE, with
a high effective attack rate of 0.330 signaling messages/s at a ping rate of 0.1
pings/s, it may be difficult to optimize the attack for all UEs using the same
attack interval because different users have different communication pattern.
An important finding in this paper is that, in contrast to previous belief,
RRC-based signaling attacks cannot be optimized based only on the configurations of the networks (i.e. timeout values) since variations in the end-to-end delay
between the attacker and targeted UEs and the communication patterns of normal applications on the targeted UEs can significantly reduced the effectiveness
of the attacks.
Finally, the experiment has shown that mobile network operators are now
following best practices by setting the timeout in state PCH to be very large
and the buffer threshold at the RNC for transitioning from FACH to DCH to be
also large, thus significantly reducing the effect of chatty mobile applications on
the control plane of the network but this comes at the expense of higher energy
consumption for the radio subsystem of the UEs.
In future work, there are a number of limitations to the current setup of the
experiments which can be improved. First, the RRC state can only be logged
when the targeted UE is in ServiceMode, i.e. when the RRC state is displayed
on the UE screen. This limits the ability to carry out the experiment when the
user is actively using the UE. Thus, we expect that the values of A, shown in
Figure 5, represent an upper bound for the load on the network. In practice,
this load will be reduced by the activities of the user which will generate normal
traffic more frequently.
Second, we found that the most reliable way to capture packets, with ping
still working, was through tcpdump which is controlled by an ADB terminal.
Future work will involve using a terminal directly on the phone, which will be
running in the background, to run tcpdump so that together with the logging
of RRC states in the background, the collection of both packets and RRC data
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can be done without preventing users from actively using the phone and also be
mobile. This will provide more realistic data about when and at what frequency
the attacks can be performed against the phone.
In our current work, the attacking ping messages cause the RRC transitions
to be mostly of type PCH → FACH and vice versa because ping packets are
small and can be handled with the FACH RRC state. If the UE is already in
FACH, the UE has in most cases enough capacity to handle the ping packets
without transitioning to the DCH state. In future work, it might be useful to
perform more volumetric attacks, by for e.g. increasing the payload of the ICMP
Echo Request packets to the maximum, to try to trigger more PCH → FACH
→ DCH, FACH → DCH and vice versa transitions which may lead to higher
attack success ratio and also higher induced signaling in the mobile network.
Finally, we aim to repeat the RRC-based signaling attack experiments carried
in this paper in the context of an operational 4G/LTE network where a simplified
RRC state machine is used and new enhancements such as Machine Technology
Communication (MTC) are being introduced to alleviate the impact of machineto-machine communications on 4G/LTE networks [4, 21].
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